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Abstract: Data de-duplication is one among the foremost vital technique used for removing the identical copies of continuance 

information and it's employed in the cloud storage for the aim of reducing the space for storing. However, there's just one copy 

for each file hold on in cloud although such file is owned by an enormous range of users. Keeping the multiple information 

copies with identical content de-duplication removes the redundant information by keeping just one physical copy and refer 

alternative redundant information to it copy. Information de-duplication will be file level or block level. The duplicate copies of 

similar file removed by file level data de-duplication. And block level de-duplication removes duplicate blocks of information 

that occur in non-similar files. To take care of integrity we tend to are providing the Third Party Auditor theme that makes the 

audit of the file hold on at cloud and notifies the info owner regarding file standing hold on at cloud server. This technique 

supports privacy challenges, such as a certified duplicate check, integrity, information confidentiality and responsibleness. 
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I. INTRODUCTION 

  As volume of information goes on increasing day by day on 

network, for that cloud storage system is employed. However 

still cloud system has many challenges to face concerning 

storage of information. Cloud storage system provides 

extremely obtainable storage and parallel computing at low 

price with the assistance of licensed access to each user. 

Main claiming face by cloud is storage service management 

of duplication. This duplication of information having 

wastage of storage space to beat this downside de-duplication 

technique is employed, which can check duplicate copies of 

data; if it's found then it will eliminate these duplicate copies 

of information to scale back space for storing and transfer 

information measure. There’s only one copy of information 

are stored on cloud which copy are access by several users. 

Second main challenge to cloud is security knowledge of 

user. Security demand of information confidentiality and tag 

consistency; this can be achieved by introducing secret 

sharing in distributed storage system rather than oblique 

encoding. For approved user to supply their possession of 

information copies to storage system server we tend to used 

prisoner that's proof of ownership. This is an interactive 

algorithmic rule that is passing by power and verifier. It’s 

utilized in content distribution network, where an attacker 

does not collect entire files however has accomplices United 

Nations agency have file.  

     Accomplices facilitate aggressor to get file, subject to 

constraint that they must sent fewer bits than initial min-

entropy of file to aggressor. Also for privacy and security 

purpose we have a tendency to introduced decoy technique. 

Decoy is that the fake data comparable to honey pots, 

genuine files or documents that may be generated on demand 

and function data of whereas detective work on unauthorized 

access. And conjointly give poison to ex-filtrated data of 

malefactor. This decoy data mechanically returns by cloud 

and deliver in the form of traditional data. However owner of 

file will be distinctive by reading that this is often fake data. 

During this manner true data are going to be staying secure. 

As a result, identical information copies totally different 

users can cause different cipher texts. To solve the issues of 

confidentiality and de-duplication, the notion of convergent 

cryptography has been planned and widely adopted to 

enforce information confidentiality whereas realizing de-

duplication. However, these systems achieved confidentiality 

of outsourced information at the value of decreased error 

resilience. Therefore, the way to protect each confidentiality 

and dependability whereas achieving de-duplication in a 

cloud storage system continues to be a challenge. 

II. RELATED WORK 

       Side mediums in cloud services: De-duplication in cloud 

storage Cloud storage services usually use de-duplication, 

that eliminates redundant knowledge by storing only one 

copy of every file or block. De-duplication reduces the area 

and bandwidth necessities of information storage services, 

and is best once applied across multiple users, a typical 

observes by cloud storage offerings. We have a tendency to 

study the privacy implications of cross-user de-duplication. 

We have a tendency to demonstrate however de-duplication 
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is used as an aspect channel that reveals info regarding the 

contents of files of different users. During a totally different 

scenario, de-duplication is used as a covert channel by which 

malicious code will communicate with its center, regardless 

of any firewall settings at the attacked machine. Due to the 

high percentage of savings offered by cross-user de-

duplication, cloud storage providers are unlikely to prevent 

victimization this technology. We therefore propose easy 

mechanisms that enable cloud-user de-duplication whereas 

greatly reducing the risk of information discharge. 

III. FRAME WORK 

    In this paper, it's shown a way to design secure de-

duplication systems with higher reliableness in cloud 

computing. By introducing the distributed cloud storage 

servers into reduplication systems to produce higher fault 

tolerance. To additional defend knowledge confidentiality, 

the key sharing technique is used, that is additionally 

compatible with the distributed storage systems. in additional 

details, a file is initial split and encoded into fragments by 

victimization the technique of secret sharing, rather than 

cryptography mechanisms. These shares are going to be 

distributed across multiple freelance storage servers. 

Furthermore, to support de-duplication, a short encrypt hash 

price of the content also will be computed and sent to every 

storage server because the fingerprint of the fragment keep at 

every server. Only the information owner United Nations 

agency initial uploads the information is needed to calculate 

and distribute such secret shares, while all following users 

United Nations agency own an equivalent knowledge copy 

don't ought to compute and store these shares any further. 

     To recover knowledge copies, users should access a 

certain number of storage servers through authentication and 

obtain the key shares to reconstruct the information. In other 

words, the key shares of information can solely be accessible 

by the approved users United Nations agency own the 

corresponding knowledge copy. Four new secure de-

duplication systems are projected to provide economical de-

duplication with high dependableness for file level and 

block-level de-duplication, severally. The secret ripping 

technique, rather than ancient cryptography methods, is 

employed to guard knowledge confidentiality. Specifically, 

knowledge is split into fragments by exploitation secure 

secret sharing schemes and hold on at completely different 

servers. The following benefits of the deterministic Ramp 

Secret Sharing scheme.   

 Distinctive feature of our proposal is that information 

integrity, including tag consistency, may be achieved. 

 No existing work on secure de-duplication will properly 

address the responsibility and tag consistency drawback 

in distributed storage systems. 

 The projected constructions support each file-level and 

bock-level de-duplications. 

 Privacy analysis demonstrates that the planned de-

duplication systems are secure in terms of the 

specifications specified in the planned security model. In 

additional information, security, responsibility and 

integrity may be achieved in proposed system. Two 

types of intrusion attacks are measured in our solutions. 

These are the collusion attack on the information and 

therefore the collusion intrusion against servers. In 

particular, the information remains secure even if the 

resister controls a bounded number of storage servers. 

 This de-duplication systems, has been designed 

exploitation the Ramp secret sharing theme that allows 

high responsibility and security levels. The analysis 

results demonstrate that the new planned constructions 

are efficient and therefore the duplicates are optimized 

and comparable with the opposite storage system 

supporting the same level of responsibility. 

 
Fig1. System Architecture. 

 

IV. EXPERIMENTAL RESULTS 

      In our proposed approach, any number of users can 

registered and login into the system. Who are authorized 

users they can upload the files into the cloud.  Those 

uploaded files are stored in chunk format in cloud. In this 

approach we mainly concentrate on file level duplication and 

block level duplication. In that first you can upload a file and 

then check file level duplication. File level duplication means 

you can check either duplicate copy file is existed or not 

.After checking file level duplication you have to check block 

level duplication. It means whether the each block in the file 

is duplicated or not. After checking all those things we have 

to observe the graph between execution time and total and 

RSS time.   

 
Fig2.  
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V. CONCLUSION 

   The de-duplication systems discussed here increase the 

consistency of information. Distributed de-duplication 

system with Ramp Sharing theme is that the best to improve 

the dependableness of information while achieving the 

confidentiality of the users’ outsourced information without 

an encoding mechanism. The protection of tag consistency 

and integrity were earned. 
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